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Concolic Testing for High Test Coverage and
Reduced Human Effort in Automotive Industry

Yunho Kim
School of Computing
KAIST Hyundai Mobis
Dacjeon, South Korea ngin, South Korea
yunho.kim03@gmail.com  dongju.lee@mobis.co.kr

Dongju Lee
Verification Team

Abstraci—The importance of automotive software b
apidly increasing because soft
nents in motor vehicles such
system, and tire pressure monito;
automotive industry spends 2
ing automotive softwa
© testing techniques that
software with reduced human effor
In this L we report_ou
concolic testing to automotive softwar
Mobis. We
MAIST th

“onsequently
ount of human effort
s interested in automated soft-
n ensure high-qu

get task by apply .
achicved 90.5% branch coverage and 77.8%
e on the integrated body unit (IBU) software.
I the cost of IBU coverage festing by
testing effort for coverage testing by 53.3%.
ords-Automated test generation, concolic festing
tive software, coverage testing

L. INTRODUCTION
The automotive industry has developed automotive software
to control various components in the motor vehicle, for ex-
ample, the body control module (BCM), smart-key system
(SMK), and tire pressure monitoring system (TPMS) [1], [2].
As automotive software becomes larger and more complex
with the addition of newly introduced automated features (e,
advanced driver assistance systems) and more sophisticated
functionality (e. ivi ystems) [3], [4], the cost
of testing automotive software is rapidly increasing.
ifficult for human engineers to develop fest inputs

that can ensure high-quality automotive software within tight

Junki Back
Software Verification Team
Hyundai Mobis

Moonzoo Kim
School of Computing
KAIST
Daejeon, South Korea

jk.back@mabis.cokr ke

scale embedded software [10]) and has effectively improves
the quality of industrial software by increasing test cover
and detecting corner-case bugs with modest human effort.

While we were working to apply concolic testing to automo

tive software developed by Mobis, we observed the following
technical challenges to resolve to suc ly automate¢
test generation techniques:

1) We need to generate test drivers and stubs carefully
achieve high unit test coverage while avoiding gener
ating test cases corresponding to the executions tha
are not feasible at the system-level. Otherwise (e.g.
generating naive test drivers and stubs that provid|
unconstrained symbolic inputs to every function in |
target program), we will waste human effort to manually
filter out infeasible tests that lead to misleading high

and false alarms.

Current concolic testing tools do not support symbolic
bit-fields in C which are frequently used for automotive

software.! For example, automotive software uses bil
fields in message packets in the controller area network
(CAN) bus to save memory and bus bandwidth. How-
ever, most concolic testing tools do not support symbolic
bit-fields since a bit-field does not have a memory
(Sect. I11-D) and most programs running on PCs

use bit-field:

Although automotive software uses function pointers
simplify code to dynamically select a function to
. concolic s and tools do not

V*Lab

RQ1:MAIST Achieved 90.5% Branch and 77.8% MC/DC Cov.

100% branch cov. of 72.2% of funcs

%funcs in branch cov. range

100% MC/DC cov. of 57.1% of funcs

%funcs in MC/DC cov. range
43%  9.0%

57.1%

13.1%

,40%) = [40%,60%) = [60%,80%)

[80%,100%)

* Running 20 hours on 12 CPU cores (3.0GHz)
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